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DETAILED ACTION 

1. Claims 1-15 are examined. 



Specification 

2. The disclosure is objected to because of the following informalities: 
a. Arrangement of the Specification 

As provided in 37 CFR 1.77(b), the specification of a utility application should include the 
following sections in order. Each of the lettered items should appear in upper case, without underlining or 
bold type, as a section heading. If no text follows the section heading, the phrase "Not Applicable" should 
follow the section heading: 



(a) TITLE OF THE INVENTION. 

(b) CROSS-REFERENCE TO RELATED APPLICATIONS. 

(c) STATEMENT REGARDING FEDERALLY SPONSORED RESEARCH OR DEVELOPMENT. 

(d) THE NAMES OF THE PARTIES TO A JOINT RESEARCH AGREEMENT. 

(e) INCORPORATION- BY- REFERENCE OF MATERIAL SUBMITTED ON A COMPACT DISC. 

(f) BACKGROUND OF THE INVENTION. 

(1) Field of the Invention. 

(2) Description of Related Art including information disclosed under 37 CFR 1.97 and 
1.98. 

(g) BRIEF SUMMARY OF THE INVENTION. 

(h) BRIEF DESCRIPTION OF THE SEVERAL VIEWS OF THE DRAWING(S). 

(i) DETAILED DESCRIPTION OF THE INVENTION. 

(j) CLAIM OR CLAIMS (commencing on a separate sheet). 

(k) ABSTRACT OF THE DISCLOSURE ( commencing on a separate sheet) . 

(I) SEQUENCE LISTING (See MPEP § 2424 and 37 CFR 1.821-1.825. A "Sequence Listing" is 
required on paper if the application discloses a nucleotide or amino acid sequence as 
defined in 37 CFR 1.821(a) and if the required "Sequence Listing" is not submitted as an 
electronic document on compact disc). 
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b. In the Specification 

On page 13 and the 3 rd paragraph in page 14, the encryption module shown in Fig. 2a is referred 
as "26"; however, the reference number for the encryption module in Fig. 2a is "28". Additionally, in the 4 th 
and 5 th paragraphs of page 15, the encrypted data is referenced as "42'; however, the corresponding 
reference number in Fig. 4 is "4". 

Appropriate Correction is required. 

Claim Objections 

3. Claims 1 and 3 are objected to because of the following informalities: in the last limitation of 
claims 1 and 3, the word "were" is read as "where" for examining. Appropriate correction is required. 

Claim Rejections - 35 USC § 112 

4. The following is a quotation of the second paragraph of 35 U.S.C. 112: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

Claim 9 and 15 are rejected under 35 U.S.C. 112, second paragraph, as being indefinite for 
failing to particularly point out and distinctly claim the subject matter which applicant regards as the 
invention. 

Claim 9 recites the limitation, "where (k m) each receiver set of keys contains a number m of said 
keys base; and where is substantially greater than N" The language of this limitation is not clear. In claim 
15, the claim language "method for operating a system including ..." is not clear. The claim should either 
be a method or a system claim; but not both. Therefore, claims 9 and 15 are rejected as being indefinite 
and/or unclear. 

Claim Rejections - 35 USC § 103 

5. The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 
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Claims 1-15 are rejected under 35 U.S.C. 103(a) as being unpatentable over Caronni et al. (US 
6,049,878 referred as "CaronnF hereinafter) in view ot "Hardjono" (US 6,584,566 B1). 

As per Claim 1> Caronni teaches, 

System for selective data transmission (see abstract) with a sender (see 100 & 300 in fig. 1 &3) 
and at least a first and a second receiver (see 101 & 301 in fig. 1 & 3); 

- with encryption means (see TRAFFIC ENCRYPTION 106 in Fig .1) associated with said sender 
said encryption means comprising a plurality of base keys (see GROUP KEY MANAGEMENT 108 in Fig. 

- a transmission channel (see NET in Fig . 1 or 302 in Fig. 3) from said sender to said receivers for 
transmission of encrypted data (see Fig. 2 for encrypted data)] 

- and with decryption means (see TRAFFIC DECRYPTION 107 in Fig .1) associated with each of 
said receivers said decryption means each comprising a receiver set of keys, where each receiver set of 
keys is a subset of said base keys (see PARTICIPANT KEY MANAGEMENT 109 in Fig. 1)\ 

- where for transmission of data at least to said second receiver (see X0-X7 in Fig. 5), said 
encryption means are configured to encrypt said data recursively (see Fig. 6 for recursive encryption) with 
at least two keys said keys being comprised in said receiver set of said second receiver (see Fig. 6; the 
system of Caronni uses one key in re-keying), and at least one of said keys not being comprised in said 
receiver set of said first receiver (see Fig. 4; and for example, column 8, line 33 to column 9, line 9); 

- and where said decryption means of said second receiver are configured to decrypt said data 
recursively with said at least two keys (see Fig. 4-6; the TRAFFIC DECRYPTION 107 of the RECEIVER 
101 in Fig. 1 decrypts recursively by reversing for encryption process done by the TRAFFIC 
ENCRYPTION 106 of the SENDER 100 in Fig. 1). 

Caronni fails to teach explicitly comprising at least two keys. However, in the same field of 
endeavor, Hardjono teaches comprising at least two keys (see Fig. 2 &4\ and for example, column 4, 
lines 53-62). 

It would have been obvious to a person having ordinary skill in the art at the time of Applicant's 
invention to combine the teachings of Hardjono and Caronni because both inventions are directed to 
multicasting communication systems. One having ordinary skill in the art would be motivated to modify the 
teaching of Caronni by adding at least two keys as taught by Hardjono in order to decrease the scalability 
problems associated with member joining/ leaving group (see column 2, linesl to column 3, line 4 of 
Hardjono). 
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As per Claim 2, Caronni teaches, 

System according to claim 1, said system further comprising a third receiver (see X0-X7 in Fig. 5) 
with decryption means (see TRAFFIC DECRYPTION 107 in Fig .1) comprising a receiver set of keys 
which is a subset of said base keys (see PARTICIPANT KEY MANAGEMENT 109 in Fig. 1); 

- where said receiver sets of said first, second and third receiver are pair-wise different (see X0- 
X7 in Fig. 5; the receivers are grouped to be pair-wise different)) 

- and where said receiver set of said second receiver and said receiver set of said third receiver 
comprise at least two common keys where at least one of said at least two common keys is not 
comprised in said receiver set of said first receiver (see Fig. 5; second, third, ...set of receivers are 
disclosed; however, the groups have only one common key)', 

- and where for transmission of data to a group at least comprising said second receiver said third 
receiver said encryption means are configured to encrypt said data recursively with at least said two 
common keys (see Fig. 6 for recursive encryption); 

- and where said decryption means of said second and third receiver are each configured to 
decrypt said data recursively with at least said two common keys (see Fig. 4-6; the TRAFFIC 
DECRYPTION 107 of the RECEIVER 101 in Fig. 1 decrypts recursively by reversing for encryption 
process done by the TRAFFIC ENCRYPTION 106 of the SENDER 100 in Fig. 1). 

Caronni fails to teach explicitly using at least two common keys. However, Hardjono teaches 
using at least two common keys (see Fig.2 & 4; and for example, column 4, lines 53-62). 

It would have been obvious to a person having ordinary skill in the art at the time of Applicant's 
invention to modify the teaching of Caronni by adding at least two keys as taught by Hardjono in order to 
decrease the overhead caused when a recipient leaves the system. 

As per Claim 3, Caronni teaches, 

System for selective data transmission according to claim 1 with a plurality of receivers each with 
associated decryption means (see TRAFFIC DECRYPTION 107 in Fig .1) with a receiver set of keys (see 
PARTICIPANT KEY MANAGEMENT 109 in Fig. 1), where said receiver sets are pair-wise different (see 
X0+X1, X2+X3, X6+X7 in Fig. 5; the receivers are grouped to be pair-wise different): 

- where an authorized group of said receivers is authorized to receive said data (see Fig. 5; for 
authorized group of receivers); 

- and where for transmission of said data to the receivers of said authorized group, said 
encryption means (see TRAFFIC ENCRYPTION 106 in Fig .1) are configured to encrypt said data 
recursively with a plurality of keys all of said keys being comprised in said receiver sets of the receivers of 
said authorized group (see Fig. 6 for recursive encryption), 
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and for each receiver not belonging to said authorized group at least one of said keys not being 
comprised in the corresponding receiver set (see Fig. 6; the system of Caronni uses one key in re-keying 
and for additional keys see rejection of claims 1 and 2 above)] 

- and where said decryption means of the receivers of said authorized group are configured to 
decrypt said data recursively with said plurality of keys (see Fig. 4-6; the TRAFFIC DECRYPTION 107 of 
the RECEIVER 101 in Fig. 1 decrypts recursively by reversing for encryption process done by the 
TRAFFIC ENCRYPTION 106 of the SENDER 100 in Fig. 1). 

As per Claim 4, Caronni teaches, 

System according to claim 3, where said authorized group of receivers is divided into at least two 
subgroup (see Fig. 5; KEK K03 & K47 are shared among four participants); 

- and for transmission of said data to the receivers of said authorized group, said data is 
transmitted to said receivers in at least two transmissions (see Fig. 5;), where in each transmission the 
data is encrypted recursively with a different set of keys (see Fig. 6 for recursive encryption), all of said 
keys being comprised in said receiver sets of the corresponding subgroup of receivers (see rejections of 
claims 1 &2). 

As per Claim 5, Caronni teaches, 

System according to claim 1, where said encryption means (see TRAFFIC ENCRYPTION 106 in 
Fig .1) are configured for recursive encryption with a plurality of encryption steps, where in each 
encryption step a piece of data is encrypted with a key to calculate an encrypted piece of data (see Fig, 6 
for recursive encryption) ; 

- where each of said encryption steps includes calculation of at least one exponentiation with a 
key number associated with said key (see Fig. 6); 

- and said encryption means' being configured to recursively apply said encryption steps with a 
plurality of keys by multiplying key numbers associated with said keys, and calculating an exponentiation 
with the result of said multiplication (see Fig. 6; multiplying keys and exponentiation calculation is well 
known in the art, for example in RSA, Diffie/Hellman etc] and for example, column 2, lines 50-67). 

As per Claim 6, Caronni teaches, 

System according to claim 1, with a plurality of receivers, where said receivers are divided into a 
plurality of groups (see Fig. 5; KEK K03 & K47 are shared among four participants)] 
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- where for each of said groups the encryption means comprise a group set of base keys (see 
GROUP KEY MANAGEMENT 108 in Fig. f ), said group sets being pair-wise different from each other 
(see X0+X1, X2+X3, X6+X7 in Fig. 5; the receivers are grouped to be pair-wise different)', 

- and the decryption means (see TRAFFIC DECRYPTION 107 in Fig .1) of each of said receivers 
comprise a receiver set of keys (see set of keys in Fig. 5), which is a subset of the group set of the group 
that the respective receiver is a member of (see Fig. 5) . 

As per Claim 7, Caronni teaches, 

System according to claim 1 , with a plurality of receivers (see X0-X7 in Fig. 5) with decryption 
means (see TRAFFIC DECRYPTION 107 in Fig .1) associated with each of said receivers said decryption 
means each comprising a receiver set of keys (see keys K01, K03,... in Fig. 5), where each receiver set 
of keys is a subset of said base keys (see GROUP KEY MANAGEMENT 108 in Fig. 1\ and TEK in Fig. 4)\ 

- where each of said receiver sets of keys comprises the same number of base keys (see Fig. 5). 

As per Claim 8, Caronni teaches, 

System according to claim 1 with a plurality of receivers, and storage means (see Fig. 4; abstract; 
and for example, column 10, lines 13-35) associated with said sender which store information about a 
first, authorized group of receivers out of said plurality of receivers, and/or about a second, unauthorized 
group of receivers out of said plurality of receivers (the GROUP and PARTICIPANT KEY MANAGEMENT 
in Fig. 1 and 3 have data structure to store and manage keys); 

- where said sender comprises distribution control means (see ADMISSION CONTROL 110 in 
Fig. 1) for controlling message transmission, said distribution control means being configured to 
determine one or more combinations of said base keys such that messages recursively encrypted with 
said combinations are decryptable only at said receivers belonging to a first group, and are not 
decryptable at said receivers belonging to said second group (see Fig. 1 & 3; and for example, column 4, 
line 7 to column column 7, line 67). 

As per Claim 9, Caronni teaches, 

System according to claim 1, with a number k of base keys; and a number N of receivers, and 
with decryption means associated with each of said receivers, said decryption means each comprising a 
receiver set of keys, where each receiver set of keys is a subset of said base keys; where each receiver 
set of keys contains a number m of said keys base (see column 5, line 59 to column 9, line 65) 
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Caronni fails to teach explicitly where (k m) is substantially greater than N. However, Caronni 
teaches (2*N)-1 greater that N (see column 5, line 66 to column 6, line 39; it is obvious that (2*N)-1) is 
substantially greater than N). 

It would have been obvious to one of ordinary skill in the art at the time of Applicant's invention to 
modify the teaching of Caronni by including (k m). One skilled in the art would be motivated to substitute 
one method for the other because (2*N)-1 is substantially greater than N and the modification increases 
sender's efficiency of key distribution. 

As per Claim 10, Caronni teaches, 

Sender (see 100 & 300 in fig. 1 & 3) for use in a transmission system according to claim 1, with 
encryption means comprising a plurality of base keys said encryption means being configured to encrypt 
data recursively with at least two of said base keys (see TRAFFIC ENCRYPTION 106, GROUP KEY 
MANAGEMENT 108 in Fig. 1 and Fig. 6); 

- and transmission means for transmitting said encrypted data over a transmission channel (see 
NET in Fig . 1 or 302 in Fig. 3). 

As per Claim 11, Caronni teaches, 

Receiver (see 101 & 301 in fig. 1 & 3) for use in a transmission system according to claim 1, with 
receiving means for receiving encrypted data of a transmission channel (see Fig. 1 & 3); 

- and decryption means comprising a receiver set of keys (see TRAFFIC DECRYPTION 107 and 
PARTICIPANT KEY MANAGEMENT 109 in Fig. 1)\ where said decryption means are configured to 
decrypt said encrypted data recursively with at least two of said keys (see Fig. 4-6; the TRAFFIC 
DECRYPTION 107 of the RECEIVER 101 in Fig. 1 decrypts recursively by reversing for encryption 
process done by the TRAFFIC ENCRYPTION 106 of the SENDER 100 in Fig. 1). ' 

As per Claim 12, Caronni teaches, 

Broadcasting system with scrambling means for scrambling content with a scrambling key (see 
Fig. 1 & 3; abstract] and for example, column 4, lines 7-50); 

- a broadcasting sender for broadcasting said scrambled content over a channel (see SENDER . 
MULTICAST APPLICATION in Fig. 1 & 3); 

- said broadcasting system further comprising a selective data transmission system according to 
claim 1 with a sender and receivers for selectively transmitting the scrambling key (see Fig. 1 & 3); 
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- where said receivers each comprise de-scrambling means for de-scrambling said scrambled 
content with said scrambling key (see TRAFFIC DECRYPTION and PARTICIPANT KEY MANAGEMENT 
in Fig. 1 &3). 

As per Claim 13, Caronni teaches, 

Method for selective data transmission, where encrypted data is transmitted from a sender 
comprising a plurality of base keys (see Fig. 1 & 3; abstract)] 

- to at least a first and a second receiver (see 101 & 301 in fig. 1 & 3) each comprising a receiver 
set of keys, where each receiver set of keys is a subset of said base keys (see PARTICIPANT KEY 
MANAGEMENT in Fig. 1 & 3); 

- where for selective transmission of data two set second receiver (see X0-X7 in Fig. 5) said 
method includes the following steps: at said sender encrypting said data recursively (see Fig. 6 for 
recursive encryption) with at least two keys said keys being comprised in said receiver set of said second 
receiver (see Fig. 6; the system of Caronni uses one key in re-keying), and at least one of said keys not 
being comprised in said receiver set of said first receiver and transmitting the encrypted data over a 
transmission channel (see Fig. 4; and for example, column 8, line 33 to column 9, line 9); 

- and, at said second receiver decrypting said encrypted data recursively with said at least two 
keys (see Fig. 4-6; the TRAFFIC DECRYPTION 107 of the RECEIVER 101 in Fig. 1 decrypts recursively 
by reversing for encryption process done by the TRAFFIC ENCRYPTION 106 of the SENDER 100 in Fig. 

1). 

Caronni fails to teach explicitly encrypting and decrypting using at least two common keys. 
However, Hardjono teaches encrypting and decrypting using at least two common keys (see. 

It would have been obvious to a person having ordinary skill in the art at the time of Applicant's 
invention to modify the teaching of Caronni by adding at least two keys as taught by Hardjono in order to 
decrease the overhead caused when a recipient leaves the system. 

As per Claim 14, Caronni teaches, 

Method according to claim 13, said method further comprising the steps of determining at least 
one base key to exchange (see GROUP and PARTICIPANT KEY MANAGEMENT in Fig. 1)\ 

- generating at least one new base key {GROUP KEY MANAGEMENT generates new base 

keys)] 

- and encrypting the new base key recursively with a plurality of base keys (see Fig. 6), and 
transmitting the thus encrypted key to a plurality of receivers (see Fig. 5). 
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As per Claim 15, Caronni teaches, 

Method (see abstract) for operating a system including a sender (see 100 & 300 in fig. 1 & 3) and 
a plurality of receivers (see 101 & 301 in fig. 1 S3; and xO-X7 in Fig. 5 for plurality of receivers) said 
method comprising the steps of: 

- determining an issuing scheme {Caronni discloses five stages or states in operation) for issuing 
a number of base keys to a number of receivers where each of said receivers holds a number of said 
base keys (see column 5, line 59 to column 6, line 65); 

- generating said base keys {GROUP KEY MANAGEMENT generates new base keys)] 

- and, upon joining of said receivers distributing said base key to said receivers according to said 
predetermined issuing scheme (see column 7, lines 7-67). 

Conclusion 

6. The prior art made of record and not relied upon is considered pertinent to applicant's disclosure. 
(See PTO-892). 

Any inquiry concerning this communication or earlier communications from the examiner should 
be directed to Amare Tabor whose telephone number is (571) 270-3155. The examiner can normally be 
reached on Mon-Fri 7:30a.m. to 5:00p.m., EST. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's supervisor, Ayaz 
Sheikh can be reached on (571) 272-3795. The fax phone number for the organization where this 
application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent Application 
Information Retrieval (PAIR) system. Status information for published applications may be obtained from 
either Private PAIR or Public PAIR. Status information for unpublished applications is available through 
Private PAIR only. For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic Business Center (EBC) 
at 866-217-9197 (toll-free). If you would like assistance from a USPTO Customer Service Representative 
or access to the automated information system, call 800-786-9199 (IN USA OR CANADA) or 571-272- 
1000. 
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